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Abstract— We address the average-consensus problem for a
distributed system whose components (nodes) can exchange
information via unreliable interconnections (edges) that form
an arbitrary, possibly directed topology (digraph). We consider
a general setting where heterogeneous communication links may
drop packets with generally unequal probabilities, indepen-
dently between different links. We develop a distributed linear-
iterative algorithm in which nodes maintain and update certain
values based on the corresponding values they successfully re-
ceive from their in-neighbors. We demonstrate that, even when
communication links drop packets with unequal probabilities,
the proposed algorithm allows nodes to asymptotically reach
average-consensus almost surely, as long as the underlying
(possibly directed) communication topology forms a strongly
connected digraph.

1. INTRODUCTION AND BACKGROUND

Consider a set of interconnected nodes (which could be
sensors in a sensor network, routers in a communication
network, or unmanned vehicles in a multi-agent system).
In the so-called consensus problem, each node possesses
an initial value and the nodes need to follow a distributed
strategy to agree on the same (a priori unknown) value
by calculating some function of these initial values. If the
consensus value if the average of the initial values, then the
nodes are said to have reach average consensus. Consensus
(and average consensus) problems have received extensive
attention from the control community due to their applicabil-
ity to topics such as cooperative control, multi-agent systems,
and modeling of flocking behavior in biological and physical
systems (see, e.g., [1], [2] and references therein).

This paper focuses on developing linear-iterative algo-
rithms for average-consensus when the interconnection topol-
ogy is described by a directed graph (digraph) that is not
necessarily fully connected and whose edges are unreliable,
i.e., each edge may drop packets with some probability.
Unlike our work in [3] (where we assume that the probability
of a packet drop is the same for every link), in this paper, we
assume that, at each time step, a packet containing informa-
tion from node ¢ to node j (sent through an existing edge in
the digraph) is dropped with some probability, and although
we assume independence between packet drops at different
time steps or different links, we allow the probabilities of
packet drops to be heterogeneous at each link.
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The starting point for this work is an algorithm that relies
on two linear iterations [4], [5]; we refer to this algorithm as
ratio-consensus. It is easy to see that, except for the initializa-
tion of both iterations, the ratio-consensus algorithm in [4],
[5] (which assumes perfectly reliable communication links)
is a particular case of a gossip-based algorithm proposed in
[6] (which also assumes perfectly reliable communications),
where the transition matrices describing each linear iteration
are allowed to vary with time.

Apart from our own work in [3], the topic of average-
consensus in the presence of unreliable communication links
has also received attention recently in [7], [8], [9]. The work
in [7] assumes that the graph describing the communication
network is undirected and, when a communication link fails,
it affects communication in both directions. Additionally,
nodes have some mechanism to detect link unavailability
and can compensate for it by rescaling their other weights
The work in [8] does not require the graph describing the
communication network to be undirected and proposes two
compensation methods to account for communication link
failures. The work in [9] proposes a strategy that corrects
the errors in the quantity (state) iteratively calculated by
each node by acknowledging messages and retransmiting
information an appropriate number of times.

II. PRELIMINARIES

In this section, we provide background on graph-theoretic
notions and the original ratio consensus algorithm in [4],
[5], which assumes reliable communication links. We also
introduce the basic communication link availability model.

A. Ratio Consensus in the Presence of Reliable Links

The information exchange between nodes can be described
by a directed graph G = {V, €}, where V = {1,2,...,n}
is the vertex set (each vertex corresponds to a system node),
and &€ C V xV is the set of edges, where (4,7) € £ if node j
can receive information from node 4. Note that £ could be a
proper subset of V x V), but we require the graph (V, £) to be
strongly connected. For notational convenience (and without
loss of generality), we allow self-loops for all nodes in G
(i.e., (J,4) € € for all 5 € V). All nodes that can possibly
transmit information to node j are called its in-neighbors,
and are represented by the set N;” = {i € V : (j,i) € £}.
The number of neighbors of j (including itself) is called the
in-degree of j and is denoted by D; = |N; |. The nodes
that have j as neighbor (including itself) are called its out-
neighbors and are denoted by ./\/'jJr ={leVv:(,je&}
the out-degree of node j is D = [NF].



Let yo(j) be the initial value of node j; assuming that the
communication network graph (G, ) is strongly connected,
we showed in [4], [5] that average consensus can be asymp-
totically reached by executing
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with D (D;") is the out-degree of node j (i), and zo(j) = 1,
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B. Unreliable Heterogeneous Communication Model

Under the unreliable heterogeneous communication
model, the information exchange between nodes (compo-
nents) at each (discrete) time instant k£ can be described
by a directed graph G[k] = {V,E[k]}, where G = (V,€)
is the digraph that describes the information exchange and
E[k] C &, Yk > 0. The simplest probabilistic model for the
communication link from node 7 to node j can be described
as follows. At instant k, let zy(j,4) = 0 if (j,i) ¢ E[k] and
xk(g,4) = 1 if (j,7) € E[k]. Under our assumption that link
availability is independent between links and between time
steps, we can model, 2 (j, 1) as a Bernoulli random variable:

Pr{x;(j,i) =m} = { ji>

1 —qjs,

ifm=1,
ifm=0 @

We also define the matrix @) = [g;;] where the entry at the j*
row, i'" column is ¢;;, which is taken to be zero for (j, i) & €
and can be set to one if the link is always available.

III. RESILIENT RATIO CONSENSUS

In this section we briefly review the resilient ratio-
consensus algorithm introduced in [3] to handle unreliable
links that drop packets. The analysis there was limited to
equal probabilities of packet drops; in this paper we (non-
trivially) extend our previous results to the case when packet-
drop probabilities are heterogeneous.

A. Resilient Ratio-Consensus Algorithm Formulation

We next describe how to robustify the ratio-consensus
algorithm against packet dropping communication links. For
the iteration defining the numerator of (3), let y(j) be
node j’s internal state at time instant k, uy(l,j) denote the
mass broadcast from node j to each of its out-neighbors [
(this is the same for each out-neighbor [ of node j, i.e.,
for each | € /\/'j+), and v4(j,7) denote the mass received
at node ;5 from node ¢ € j\/j_. Similarly, for the iteration
defining the denominator of (3), let zx(j) be node j’s internal
state, o (1, j) denote node j’s broadcast mass for each out-
neighbor [, [ € N, ;r, and let 75, (j,¢) denote the total mass

received from 7 € -/\/f- Then, for all £ > 0, each node j
computes

1
yk-l—l(]) D+ yk(j) + Z (Vk(jai) - Vk—l(ju l)),
J iEN
1 bl
el ) = pea (1) + ool = D srwl), ()
J t=0 ~J
where

I/k(j,Z) { kal(jai)a
Similarly, for all k£ > 0,

() = rak) + 3 () = miea (5,
1EN; ) 1
or(l,) = ora(l,g) + Dj ;D—j ©)
where
wd={ N G0 gk, k3o

Packet drops in a particular link affect in the same way both
iterations. Also, the initial conditions are set to y(j) (initial
value of node 7) and z¢(j) = 1 (as before), with u_1(j,4) =
I/,l(j,l.)zafl(j, )—7',1( )—OfOI‘ all( )65

B. Vectorized Description of the Resilient Ratio-Consensus

In order to ease the calculations, the iterations in (5)—
(6) will be rewritten more compactly in vector form. Using
the definition for the indicator variable z(j,7) given in (4),
which describes the successful transmission of information
from node ¢ to node j over an existing, unreliable link,
iterations (5) and (6) can be rewritten, for all £ > 0, as

pr—1(l,§) + 2=ue(j), ifle N,
l.7) = D;j J 7
(g, 0)n (5, 1)+
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Let Ao B denote the Hadamard (entry-wise) product of a



pair of matrices A and B of identical size. Then, for all k£ >
0, defining My, = [ux(4,7)] and Ny = [vi(4,1)], iteration
(7)—(9) can be rewritten in matrix form as

My = M1+ Pdiag(yk), (13)
NkZMkoXk-i-Nk_lo(U—Xk), (14)
ykJrl:(Nk—Nkil)e: [(Mk—Nkfl)OXk]e, (15)
where P = [p;;] € R™*", with pj; = o, Vj € N;" and

pji = 0 otherwise; M_; = N_; = 0; U € R™", with
[Uji] =1, Vi,j; diag(yy) is the diagonal matrix that results
by having the entries of vector y; on the main diagonal; and
e =[1,1,...,1]7 (note that U = ee”). Note that X} is a
matrix whose (j, ) entry is x4 (7, 7). Similar expressions can
be obtained for (10)—(12), with zj, replacing vz, Sk replacing
My, and T} replacing Nj. By letting Ay := My — Ni_1,
iteration (13)—(15) can be rewritten as

Ak = Akfl o (U - kal) + Pdiag(yk)v
yk+1=(AkOXk)€= kZO

E>1, (16)

a7

Similarly, we can write iteration (10)—(12) with By := S —
Ty—1 and z, replacing Ay and yj, respectively.

For analysis purposes, each matrix in (16)—(17) will be
rewritten in vector form by stacking up the correspond-
ing columns.! Let FF = [I, I, I,] € R7X7?
where [, is the n x n identity matrix, and P =
[E,PT EyPT ... E,PT|T € R""*", where E; € R"*"
has E;(i,4) = 1 and all other entries equal zero. [The entries
of E;PT € R (PEl-T = PE;) are all zero except for
the i*" row (column) entries, which are those of the i'"
row (column) of matrix P” (P).] Then, (16)—(17) can be
rewritten as

E>1, (18)

19)

ar = ap—1 0 (u— 1) + Py,

Y1 = Flagoxy), k>0,
where a, € R"2, TR € R"2, and xp 1 € R™ result
from stacking the columns of matrices Ay, X, and Xj;_1,
respectively. Similarly, for the second iteration, we can write
(20)
(21)

b, = br_1 0 (u—x_1) + Pz,
k>0,

k>,
Zip1 = F(bg o xp),

where b € R"™ results from stacking the columns of By.
Note that the (j,4) entry of matrices Ay and By (and their
corresponding entries in a and by ) remain zero if there is no
communication link from node ¢ to node j, i.e., (j,7) ¢ &.

IV. MAIN RESULTS AND IMPLICATIONS

We shall argue that with the resilient ratio-consensus
algorithm described in Section III, and despite the presence
of unreliable communication links that fail at each time step
with (unequal) probabilities (independently from other links
and between time steps), nodes can asymptotically reach

Vectors defined by stacking the columns of a matrix will be denoted
with the same small letter as the capital letter of the corresponding matrix.

average consensus. More specifically, we will argue that

y = lim yk(])
k— o0 Zk(])

L Yje. 22)
with probability one. [Note that zj(j) > 0 for all k since all
2,(0) = 1 and self-loops are reliable (i.e., ¢j; = 1 for all
N ~

To this end, let C' = [PFdiag(q) + (I — diag(q))], and
D = [I — PF|, where I is the n? x n? identity matrix, and

Il = C® C+ {[Ddiag(q)] ® [D(I — diag(q))]} G, (23)

2 2

where ® denotes the Kronecker product, and G is an n* xn
diagonal matrix with entries G((I—1)n?+1, (I—1)n?+1) =
1, VI = 1,2,...,n2, and zero otherwise. The following
theorem and its corollary establish the main convergence
results; the implications of these results are illustrated next.

Theorem 1: Let y; and z; be the random vectors that
result from iterations (18)-(19) and (20)-(21), and define
Uk = Yr — Y2k, where j = 2%2328 = l:;yo(l). If the
underlying graph G is strongly connected and ¢;; > 0 for all
(4,7) € &, then ||vg||oc — O almost surely.

Corollary 1: Let Ao denote the eigenvalue of II with
the second largest magnitude, then Pr{||viii|lcc > €} <
C'(|| Efwow? ]| o) /2, ™% | A2|*/2, where my is the alge-
braic multiplicity of eigenvalue Ay and C’ is some constant
that depends on matrix II, n, and e.

Example 1: Consider the directed graph in Fig. 1 (where
self-loops are not drawn) and set the initial values of the
five nodes to be yo = [4,5,6,3,2]7 (with average § = 4).
Assuming no packet drops (perfectly reliable links), we run
the iterations in (1)—(2) and plot in Fig. 2(a) the ratio z’;—gg
as a function of the number of iterations k for each node ;.
We observe that all ratios indeed converge to y = 4.

Now, consider the case in which all links in the graph in
Fig. 1 suffer packet drops with equal probability, indepen-
dently between links and between time steps, i.e., we take
¢ji = 0.8 =g for all (j,i) € £, i # j, and gj; = 1 for all
7. In Fig. 2(b) we plot the ratio of Z:—gg as a function of k;
we observe that the ratios indeed converge to y = 4, but this
convergence takes longer than in the case of reliable links.

Finally, we consider the case when the probabilities of a
packet drop in each link are given by the matrix @ defined
in Fig. 1. In Fig. 2(c) we plot the ratio of Zkgj.; as a function
of the number of iterations k for the iterations in (7)—(12).
The ratios indeed converge to §J = 4, but it takes longer than
in the case of reliable links and also appears to take longer
than the equal-probability case. Note that for the ) in Fig. 1,
the average probability of successful transmission is 0.8. [J

(1) (2) 1 0 009 0
’4 09 1 0 0 0
Q=107 08 1 0 06

e\"a 0O 0 0 1 09
) 0 08 07 0 1

Fig. 1. Small directed graph used for illustrating the resilient algorithm,
and the matrix () that is used in the case when the probabilities of successful
transmission for each link are generally unequal.
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Fig. 2. Five-node example: ratio e

V. CONVERGENCE ANALYSIS

First, we characterize the first and second moment of the
iterations in (18)—(19), and (20)—(21). The results are then
used to sketch the proofs of Theorem 1 and Corollary 1.

A. First Moment Analysis
Let @ := E[ak], Y = _E[yk], by = E[bk], and 7 =
E[z1]. We show that @y, and by, (and also 7, and Zj) converge
to identical vectors up to scalar multiplication. Note that ¢
is a vector that results from stacking up the columns of Q).
Lemma 1: The evolution of ay, ¥y, by, and Zp, Yk > 1,
is governed by

a, = |[PFdiag(q) + (1,2 — diag(q))]@r—1, (24)
Up1 = Fdiag(q)a, (25)
by = [PFdiag(q) + (I — diag(q))] b1, (26)
Zpp1 = Fdiag(q)by, (27)

where I, is the m X m identity matrix and diag(q) is a
diagonal matrix with the entries of vector ¢ defining its
diagonal. The initial conditions of the iterations are ag =
Pyo. 7, = Fdiag(q)Pyo. bo = Pz, and z; = Fdiag(q)Pz.

Proof: Since the development for obtaining a; and
7y is parallel to that for obtaining by and Z, our analysis
focuses on the first case. For £ = 0 in (18)—(19), by taking
expectations of both sides and noting that packet drops at
time step £ = 0 are independent of the initial values for ay,
it follows that @y = Pyo, and 7, = Fdiag(q)ao; therefore,
7, = Fdiag(q)ay = Fdiag(q) Py,. For k > 1 in (18)~(19),
by taking expectations on both sides and noting that packet
drops at time step k are independent of previous packet drops
and the initial values of ag, we obtain

Tp_1 0 (u—Tr_1) + Py,

(477 =
= (I,» — diag(q))ax_1 + Py, (28)
ykJrl F(ak Ofk)a
= Fdiag(q)ax (29)
Substituting (29) into (28), we complete the proof. |

Lemma 2: The first moments of aj and by (also y; and
z1) asymptotically converge to the same solution up to scalar
multiplication. Specifically, limg— oo @ = 7 limy o0 by, and
limg 00 ¥p = ¥ limg_y 00 Zk, Where §j = M
Proof: Since P is column stochastic, 1t follows that

[PFdiag(q) + (I,> — diag(q))] is also column stochastic

(b) qji = 0.8, Vj,i, j #i.

for each node j, as a function of the number of iterations k and different link failure probability scenarios.

20 25 30 o 5 10 15 20 25 20
3 N s

(c) Unequally likely packet drops.

(because 0 < diag(g) < 1). In fact, since P is also primitive,
it corresponds to an underlying graph G that is strongly
connected. One can easily establish that [P Fdiag(q)+ (I,,2 —
diag(q))] will have a single (reachable) recurrent class as
long as each of the edges of the underlying strongly con-
nected graph admit a nonzero probability of transmission
(i.e., for each (j,7) € £, ¢j; > 0 which implies that ¢ will
have a positive entry at its ((i — 1)n + j)™ position). The
proof of the latter argument can be found in [].

From the fact that [P Fdiag(q)+ (I,,2 —diag(q))] is column
stochastic and has a single recurrent class, we know that
the solutions of (24) and (26) are unique up to scalar
multiplication, i.e., limg_, o G = alimy_, by, for some o.
Then, from the column stochasticity property: Z?:l bi(j) =

S BG) = S () = noand YU a()

S ao(j) = Y, yo(j), Yk > 1; this implies that a = 7.
It immediately follows that lim_, 00 ¥, = Ylimg 00 Z. W

B. Second Moment Analysis

Next, we establish that the evolution of Ty, := E[akaf],
\I/k = E[bkbg], Ek = E[akbg], (I)k = E[ykyg], Ak =
E[z;2{], and T) := E[yyz/] can be expressed as linear
iterations with identical dynamics but different initial condi-
tions. We additionally show that the steady-state solutions of
T, Uk, and = (and also Py, Ay, and Yj) are identical up
to scalar multiplication.

Lemma 3: Let x, ¢ and d be random vectors of dimension
m. Furthermore, assume that the entries of = are independent
(not necessarily identical) Bernoulli random variables such
that Pr{z; = 1} = ¢; and Pr{a; = 0} = 1 — ¢, Vi =
1,2,...m, and are independent from c and d. Then

S =E [(coxz)(wod)T] = diag(q) E[cd"]diag(q)+
+ diag(q)diag(E [ch])( — diag(q)) ,
T=E [(cox)((u—:v)Od) ]
— diag(q) Elcd" (L, — diag(q))—

— diag(q)diag(E cd"])(I,, — diag(q) ,
where diag(E [cd”]) is a diagonal matrix with the same
diagonal as E [cd”].

Proof: The (i,j),i # j, entry of S can be obtained
as S = E [ci:cidj:rj] and, since z; and x; are pairwise
independent, and independent from c and d, it follows that
E [cizidjz;] = ¢ E[cidj]q;. For i = j, observing that
Elxz;xz;] = Elx;] = ¢, Vi = 1,...,m, we obtain that



these two facts, the expression for S follows. The expression
for T" can be similarly established. [ ]

Lemma 4: The evolutions of Ty, @, Vi, Ap, Zg,
Yy, Yk > 1, are described by the following iterations:

Ty ZCFk_lcT-f—

+ Ddiag(q)diag(Ty 1) (I — diag(q))D",  (30)
Py =Fdiag(q)Tpdiag(q)FT+
+ Fdiag(q)diag(I'x ) (I — diag(q))F", 31
Uy, =CV, 0T+
+ Ddiag(q)diag(Wy,—1)(I — diag(q)) D", (32)
Apy1 =Fdiag(q) W diag(q)FT +
+ Ddiag(q)diag(V)(I — diag(q)) D", (33)
Ep =C=_1CT+
+ Ddiag(q)diag(Zx—1)(I — diag(q))DT, (34)
Yyy1 =Fdiag(q)Z,diag(q)FT +
+ Ddiag(q)diag(Zx) (I — diag(q)) D", (35)

with initial conditions

Iy = PyoyoTPT,
®; = Fdiag(q)Pyoys P"diag(q)F" +
+ Fdiag(q)diag(Pyoyd PT)(I — diag(q))FT,
Uy = IBZOZOTI:’T,
Ay = Fdiag(q)Pzozl P diag(q)FT +

+ Fdiag(q)diag(Pzozl PT)(I — diag(q))F7,
EO = PyOZgPTv
T, = Fdiag(q)Pyozl PTdiag(q)FT +
+ Fdiag(q)diag(Pzozl PT)(I — diag(q))F7.
Proof: ~For k = 0, it follows from LeI~nma 1 anq (18)
that a9 = Pyo. Then, I'g = Elagal] = PE[yoyd1PT =
PyongT, (1)1 = E[yly{] =E [F(CLQOSCQ)(LL'QO(LQ)TFT] =
FE [(ag © zo)(zo © ag)"|FT, and applying the results in
Lemmas 1 and 3, it follows that

&, = Fdiag(q) E [aoa | diag(q)F + (36)
+ Fdiag(q)diag(B [agal])(I — diag(Q))F g

= Fdiag(q) Pyoyl P diag(q)FT (37)
+ Fdiag(q)diag(Pyoyd PT)(I — dlag( NFT

Taking into account that y, = F(ar_1 o xp_1), it follows
that for £ > 1 we have

I'n=E [(ak,l o(u—aK_1)+ I:’yk)
(ak—10 (u—zK_1) + Pyk)T]
—E [(ar_10(w—zp1))(ar10(uw—ax1))"]
+E [(ak,l o(u— g 1)) (ak 10 Th 1) ]FTI:’T
+ PFE [(ak,l o :zrk,l)(
+ PFE [(ak_l o :vk_l)(

ap—10 (u— xkq))T]

~10Tp-1) ]FTPT;

then, by applying Lemma 3 four times and rearranging terms,
we write the expression above as in (30). Using yx11 =
F(ay o xy) and applying Lemma 3 once more, (31) results.
The expressions for Wy, Api1, =, and Yy4q can be
derived in a similar fashion and are omitted for brevity. B
Remark 1: Although omitted in the statement of
Lemma 4, A, = E[bial] and O = E[z;y{] can be easily
obtained by noting that Ay = U7 and O = Y. O
Next, we show that the steady-state solutions of I'y, Uy,
Zr and Ay are identical up to scalar multiplication. To see
this, we will rewrite (30), (32), and (34) in vector form using
Kronecker products. For matrices C, A, and B of appropriate
dimensions, the matrix equation C' = AX B can be rewritten
as (BT ® A)x = c, where x and c are the vectors that result
from stacking the columns of X and C' respectively, and ®
denotes the Kronecker product [10].
Let v, be the vector that results from stacking the columns
of I'x, and let IT be the matrix defined in (23). Then, using
the ideas above, we can rewrite (30) as

Vi = ygp—1, k> 1. (38)

If we let ¢, &, O be the vectors that result from stacking
the columns of Wy, = and Ay respectively, then it also easy
to see that the same recurrence relation as in (38) governs
the evolution of 9y, & and Jj.

The structure and fundamental properties of the matrix II
are established in the next theorem (the proof is provided in
[], from where it follows that the steady-state solutions of
Yi» Wi, & and Jy (and therefore 'y, Wy, =i and Ay) are
identical up to scalar multiplication.

Theorem 2: Let P € R™ "™ be a column stochastic and
primitive weight matrix associated with a directed graph

= {V, &}, with V = {1,2,...,n} and &€ C V x V.
Let F = [I, I, ... I,] € R"™™ where I, is the n x n
identity matrix, and P = [E,PT E,PT ... E,PT|T
R™ X" where each E; € R™" ¢ e {1,2,...,n}, satisfies
E;(i,i) = 1 and has all other entries equal to zero. Then,
for any2 vector ¢, 0 < ¢ < 1, the matrix II that defines
(38) is column stochastic, and it has a single eigenvalue of
maximum magnitude at value one.

The next two lemmas establish that the first and second
moments of ay and by, (also y; and zj) converge to the same
solution up to a scalar multiplication. These lemmas are used
in Section V-C to show that as £ — oo, the random vector
vV = Yr — Yz converges to v = 0 almost surely. Thus, as
k — oo (and since zj(j) > 0), each node j can obtain an
estimate of § by calculating yx(j)/2x(4)-

Lemma 5: Define wy = ay — ybr, and denote by yj the
vector that results from stacking the columns of X} :=
E[wkwk] Then, it follows that e = TIxr_1 with o =

Yo + 710 — (&0 + do) and lel Xo(l) = 0.

2Taking the vector ¢ to be strictly positive implies that all qji,i,J €
{1,2,...,n}, need to be strictly positive, including pairs (j,i) ¢ E. As
explained in [], this can be done without loss of generality because non-
existing links are excluded from the structure of matrix P (and matrix P);
in other words, the fact that their corresponding ¢’s have nonzero values
has no effect on the iterations.



Proof:  Since X, = Elwyw]] = Elagal] +
7° E[brb]] = 5(Elarb{] + E[bral]) = Tr +7° Vi —7(Ek +
Ay), it follows that xx = & + 7°¢r — T(&x + Ox). From
(38) and subsequent discussion, it follows that vy, = IIy,_1,
1/)k = HU)k,l, fk = kafl, and 0 = IId_1, thus
Xk = Mypo1 + PP 1 — Gk + 110k—1) = H(yp—1 +
T2 k—1 — (k-1 + 0k—1)) = xs—1. B B
Now, in Lemma 4, it was shown that I'g = PyoyOT PT,
\IJO = PZOZgPT, and EO = PyoonPT = Ao. Since Y0, 1/)0,
&o, and &g result from stacking the columns of T'y, ¥q, =,
and AQ, it follows that

n n? n? .. n 2
2131 Yo(l) = Zi:zl Zj:zl Lo(i,7) = (32521 vo(1))",

n n n .. n N\ 2
21241 Yoll) =224 Zj:l Wo(i,j) = (D=1 20(i))"s
S 6ol) = (S 0(0) (g 200)),
2= 0(l) = (3252 20(1)) (252 wo(3)),

where the last equality in each of the above expressions is
obtained by taking into account that i) matrix P is column
stochastic by construction, and ii) for any a, b € R"™, we have

that 2" 0 (ab")(i,5) = (Oo)y an)(30[, be). Since

7= %@%M, it follows that 27:41 xo(l) = 27:41(70(1) +
72o(l) — 7(&o (1) + do(1))) = 0. =

C. Convergence of the Resilient Ratio-Consensus Algorithm

Here, we only sketch the proofs for Theorem 1 and
Corollary 1 (stated in Section IV); these proofs are similar
to the corresponding ones in [3], and therefore are omitted.

Theorem 1 establishes that, in the limit as the number of
iterations k& becomes large, the values of vectors y; and zy
will be perfectly aligned so that vy, = yi — Yz, = 0 with
probability one. Thus, in the limjt, each node j can calculate
the value of 7 by obtaining Z: (7,;, as long as z(j) # 0.

Theorem 1 proof sketch: The result follows from the
first Borel-Cantelli Lemma. For all £ > 0, and all ¢ >
0, the key is to upper bound Y ;7 Pr{[jvi[« > €} by
13 o E[|lvkll2) and then establish that E [[|vg]ls] — 0
as k — oo geometrically fast. To this end, we can show
by Lemma 4 that E[vzv{] can be written as a function
of Xy—1 = E[wg_ijw] ] as defined in Lemma 5. Thus,
the evolution of E[vgvf] is governed by the evolution of
Xj—1 or by xr—1 (the vector that results from stacking the
columns of Xj_1). In Theorem 2, we showed that II is
column stochastic and has a unique eigenvector (with all
entries strictly positive) associated to the largest eigenvalue
A1 = 1. Then, the solution of y; = IIyx_1 is unique
and equal to this eigenvector (up to scalar multiplication);
but Lemma 5 established that Y ;" xo(l) = 0, therefore
limg 00 xk(l) = 0, VI. Additionally, the convergence of
xr = Ilxkp—1 is geometric with a rate of convergence
given by |A2| where )2 is the eigenvalue of II of second
largest modulus, which satisfies [\o| < A\; = 1 [11]. Some
additional manipulations of E[v;v{] lead to the result. [

Corollary 1 establishes the number of iterations k after
which yy and z, will satisfy |y — Jzx| < €, for a given
accuracy level €, with some desired probability. This proba-
bility goes to 1 with a geometric rate governed by |\|'/2,
where \q is the eigenvalue of 1I of second largest modulus.

Corollary 1 proof sketch: 1t is well-known (see, e.g., [10,
Thm. 8.5.1]) that |TI* — L||o < Ck™271\5|F, for some
constant C' = C(II), where L = limy_,o, II* is a rank-
one column stochastic matrix. It then follows that ||(TT* —
Lxollee < I = Llislxollse < Clixollsck™ 1 Agl",

but since >, ; xo(l) = 0, we have that Ly, = 0, and
IE[ver1viallloe < IEwrwi]lle < Clixolloc|Aa|*. After
realizing that || E[vg4100,1]llcc = 5 (E[[|ves1]lo0])?, the
result follows from some additional manipulations.

Remark 2: In our recent work [12], we have followed an
alternative approach to establish convergence of the ratio-
consensus algorithm that involves the use of coefficients of
ergodicity used in the analysis of non-homogeneous Markov
chains (see, e.g., [11]). This approach involves rewriting
(13)-(15) slightly different by defining A := Mj — Ng
(instead of Ay, := My — Nj_; as in (16)—(17)). O

VI. CONCLUDING REMARKS

In this paper, we proposed and analyzed a method to
ensure resiliency of a linear-iterative distributed algorithm for
average consensus against unreliable heterogeneous commu-
nication links that may drop packets with generally unequal
probabilities. Asymptotic convergence of all nodes to average
consensus with probability one was established and a bound
on the rate of convergence was also obtained. Future work
will characterize convergence in the presence of unreliable
heterogenous communication links that can independently
drop packets following individual finite state Markov models.
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